Using your ECA identity Certificate on DOD PKI-enabled websites
* These instructions assume that you have already properly loaded your certificates
into Mozilla Thunderbird.

1) Launch your Mozilla Firefox browser and go to your favorite DoD PKI-enabled
website. A window should pop up stating that the website is certified by an
unknown certificate. Select the “accept this certificate permanently” and click
OK.

Website Certified by an Unknown Authority x|

Inable to werify the identity of usn.hg.nawy.mil as a trusted site,

) Possible reasans Far this errar:

- our browser does not recognize the Certificate Authority that issued the site's certificate.
- The site's certificate is incomplete due ko a server misconfiguration,

- You are connected ta a site pretending ko be usn,hg.navy. mil, possibly to obkain your
confidential information.

Please notify the site's webmaster about this problem,

Before accepting this certificate, wou should examine this site's certificate carefully, Are wou
willing o to accept this certificate for the purpose of identifving the Web site
usn,hg.navey . mil?

Examine Certificate. .,

{*' : Accept this certificate permanently:

" Accept this certificate kemporarily For this session

™ Do not accept this certificate and do not connect ko this Web site

Ik Cancel

2) Please enter your private key password in the Master Password prompt, and
click OK.

Password Required X

[ ¥ Please enter the master password For the Software Security Device,

K Cancel

3) Ifyou entered your private key password correctly, you should see the front page
of the DoD PKI-enabled website that want to access (e.g.
https://infosec.navy.mil/PKI/). Please note that some DoD PKI-enabled websites
may require registration of your PKI certificate or creation of a separate User ID
and password.
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Contact the INFOSEC TECHNICAL ASSISTANCE CENTER {ITAC)
Toll Free: 1-800-304-4636
DSIN: 588-5426/4286 Commercial: 343-218-5426/4286
or
Contact the Global Distance Support Center (GDSC)
Toll Free: 1-877-418-6824 (Option 2)

Infosec News:

NCDOC ADVISORY 070005 Update 5
QUARTERLY MANDATORY IP BLOCK LIST
Current Deny IP list
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Send a Digitally Signed Email from Mozilla Thunderbird.
* These instructions assume that you have already properly loaded your certificates
into Mozilla Thunderbird.

1. Click on the WRITE icon from the top menu bar.
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2. Click on the down arrow on the right side of the Security icon to view or change
the security settings and select “Digitally Sign this message”
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3. Complete and send the message.

Send an Encrypted Email from Mozilla Thunderbird:

* These instructions assume that you have already properly loaded your certificates
into Mozilla Thunderbird.

1. Click on the WRITE icon from the top menu bar.
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2. Click on the down arrow on the right side of the Security icon to view or change
the security settings and select “Encrypt This Message”.
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3. Complete and send this message.

Mozilla Thunderbird Instructions for Identity and Encryption Certificates:

* These instructions assume that you have already properly loaded your certificates
into Mozilla Thunderbird.

1. Open your Mozilla Thunderbird inbox.

2. From the top menu bar select Tools->Account Settings
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3. Once in the Account Settings window, select Security.

Account Setkings

=] jensenni@orc.com

—-Server Settings
- Copies & Folders To send and receive sianed or encrypked messages, you should specify both a
digital signing certificate and an encryption certificate,

~_omposition & addressing
~2FFline & Disk Space - Digital Sigring
- Junk, Settings Use this certificake to digitally sign messages you send:

Return Receipks I Jensen.Mathanael.D.ORC10000147 76, I0's Select... Clear

E] Gmail - natejensen [ Digitally sign messages (by defaulk)

~Server Setkinas

~Zopies & Folders
- Composition & Addressing Use this certificake ko encrypk 8 decrypk messages senk ko wou:

— Encryption

-~ Disk Space I Jensen.Mathanasl. D ORC10000147 76, Enc Seleck... Clear
- Junk. Settings

Default encryption sekking when sending messages:
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= hewver {do nok use encryption)

~Securiby
=l Lacal Folders i Required {can't send message unless all recipients hawve certificates)
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4. From this window, based upon your preferences, you can set it so that every e-
mail is digitally signed and encrypted.
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